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Executive Summary 

The following document presents the techniques proposed within the MaMMoTH-Up 

project for dependability enhancement. More in detail, this report summarizes the 

results of the reliability analysis performed on the MaMMoTH-Up system, with 

special emphasis on the radiation effects. Then, it explains the reason why test 

procedures are crucial to achieve the target reliability figures, and outlines the 

proposed solution, based on Software-based Self-test. 

Finally, it proposes a couple of techniques to be used for hardening space 

applications.  
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1 Introduction 

The MaMMoTH-Up project aims at investigating the possibility of successfully 

adopting COTS within a launcher and more in general for space applications. 

A major challenge in this domain lies in how to face the dependability challenges. In 

the traditional approach, this issue is solved by adopting space qualified components, 

whose robustness with respect to radiations and other threads is guaranteed by 

adopting a suitable semiconductor technology. When COTS devices are adopted, 

hardening must be achieved with different techniques, allowing the target system to 

match the target dependability requirements even if the adopted devices may be 

subject to faults and behave in an incorrect manner. For this purpose, this report first 

includes a summary of possible hardening techniques (Section 2) that can be used at 

the design level to harden a system. 

A major goal of the project has been to analyze the hardware platform which is under 

development within the project and then to estimate its dependability in the 

application environment of the Ariane5 launcher. For this purpose, we split the 

analysis in two parts. 

From one side we focused on the effects of radiation, that are likely to impact the 

system during the launcher mission, mainly creating temporary faults. Section 3 

reports the procedure we followed for this analysis, as well as the results stemming 

from it. Based on them, we can conclude that the effects of radiation during the 

launcher mission are effectively faced by the countermeasures implemented in the 

MaMMoTH-Up system, thus impacting on its failure probability in a manner which is 

completely compatible with the target dependability figures of the project. 

On the other side, we considered the possibility that permanent faults can affect the 

system. Hence, we first performed a detailed reliability analysis of all the components 

in the MaMMoTH-Up system and then started an FMECA analysis aimed at 

comparing the achieved figures with the target ones in terms of permanent faults 

effects. Based on this analysis, we came to the conclusion that the latter can be 

fulfilled only if suitable test solutions are devised and applied before the launch, able 

to pinpoint any faulty component possibly existing in the system before it is used in 

the mission phase. This task can be performed following different approaches. The 

traditional one is based on a functional solution: a list of functions to be performed by 

the system is first created. Then, a test is created, aiming at checking whether each of 

them can be successfully performed by the system. This solution, although widely 

used for space applications, is not effective when complex COTS devices are used, 

such as the FPGAs which are part of the MaMMoTH-Up system. In fact, their 

complexity makes the ability of a traditional test approach (no matter how carefully 

developed) to detect real defects completely inadequate. This statement is supported 

by a set of experiments that we recently performed (described in Section 4) targeting 

the same OR1200 processor which is extensively used within the MaMMoTH-Up 

project. These experiments will be complemented by a set of other ones, which are 

currently being performed and which will be described in the final version of this 

report, that will also assess the effectiveness of the functional test suite being 

developed in the project and compare it with the one achievable with the structural 

approach. Section 4 aims at describing these experiments, comparing the results that 

can be achieved with a functional approach with those produced by a suitably 

developed structural test approach. In the case of the MaMMoTH-Up project this 

solution, which is already successfully adopted in other dependability-critical 
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scenarios (e.g., the automotive one) can be implemented in the form of Software-

based Self-test (SBST) procedures, which can be easily integrated in, and activated by 

the application software of the MaMMoTH-Up system. The details about the 

development process and the characteristics of these procedures are also reported in 

Section 4, while the actions to optimize them in terms of size and execution time are 

described in another deliverable (D4.3). 

In the remaining part of this document we describe some hardening techniques which 

are not specifically targeted to the MaMMoTH-Up scenario, but can be adopted in a 

more general case.  

In particular, Section 5 describes a new technique which is particularly suitable to 

detect transient faults in combinational and sequential circuits by acting at the design 

level. 

Section 6 describes a hardening solution for compaction-oriented space applications 

and reports some experimental results gathered on a representative test case.  

Finally, Section 7 draws some conclusions. 
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2 Hardening techniques 

This Section includes a brief overview of the hardening techniques which could be 

used for space applications, highlighting those which are most suitable to be used in 

COTS-based systems. 

Most of the techniques aiming at the detection and possible correction of errors are 

based on adding to the system some functionalities that are not strictly needed for 

satisfying the user wishes, i.e., the added functionalities are not involved in carrying 

out the duties the user demands to the system. The added functionalities’ only purpose 

is to guarantee that any error affecting the system will not harm the system’s user, and 

they will take care of guaranteeing that the system matches the target dependability 

figures. 

Hence, functionalities added to these purposes are based on redundancy, which 

implies the addition of information, resources or time to the system beyond what is 

needed for normal system operations [4]. 

Clearly, redundancy always implies additional costs. Redundancy is not used to 

implement the operations the system is supposed to perform; conversely, redundancy 

is used to guarantee that the intended system’s functions are performed safely, or 

correctly even in the presence of errors that may, or may not happen. This implies that 

the system’s user has to pay some extra costs.  

In case hardware or information redundancy is used, the user has to pay an extra cost 

consisting in additional hardware resources that are needed to implement the system. 

In case time redundancy is used, the extra cost consists in additional time needed for 

carrying out the operations the system performs. 

 

2.1 Hardware Redundancy 

Hardware redundancy consists in the physical replication of the hardware components 

of a system. Three approaches have been proposed to implement hardware 

redundancy: 

Module 1

Module 2

Module 3

Voter

Output
Input

 

Figure 1. The concept of Triple Modular Redundancy 

 Passive redundancy. This solution relies upon replicating the target system and 
upon a voting mechanism to mask the occurrence of errors in a system. A 
conceptual representation of passive redundancy is presented in Figure 1, where 
three identical versions of the system that needs to be protected against errors are 
connected to a majority voter. This basic concept, known as Triple Modular 
Redundancy (TMR), exploits a majority voter to decide the system’s output on the 
basis of the outputs produced by three identical modules. If one of the modules is 
faulty, the majority voter is still able to decide the system’s output by relying upon 
the two fault-free modules. A major advantage of passive redundancy lies in its 
ability to provide tolerance to errors: since the voter masks errors, they never 
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reach the system’s output, which is always correct. Clearly, the same architecture 
can be extended with a number of replicas higher than 3, thus guaranteeing an 
even higher degree of robustness with respect to faults. An extension of the TMR 
technique is Modular Redundancy, where the replicas of the same system are also 
different one form the other from the implementation point of view, thus also 
allowing to cover design errors.  

 Active redundancy splits the problem of tolerating errors in three phases: error 
detection, error location, and error recovery. The major difference with respect to 
passive redundancy is that active redundancy does not mask errors. The system 
implements some technique which is able to detect faults, and to trigger some 
action (intended for example to recover the fault effects, or simply to replace the 
faulty component with a spare one) when this happens. Detection can be achieved 
in different ways, e.g., by resorting to Duplication With Comparison (see Figure 

2), to watchdogs, or to checkers. In any case, the adoption of this technique 
implies that the output of the system may be erroneous while the system is trying 
to detect, locate and correct the error. An example of active redundancy is the 
approach known as standby sparing: the system is composed of one operating 
module, and one or more spare modules. As soon as an error has been detected 
and localized in the operating module (no matter which fault detection and 
location approach is used) the operating module is replaced with one of the spares. 
The switching between the faulty operating module and one of the fault-free 
spares implements the recovery phase needed to restore the correct operations. 
Sparing can be either cold or hot. In cold standby sparing spares are idle, and the 
selected spare is powered up only when it is needed to replace the faulty 
operational module. During the switching, the service delivered by the system is 
momentarily disrupted. In case the recovery time needs to be minimized the hot 
standby sparing can be exploited. According to this approach, the spares are 
powered up and work in parallel to the operating module. As soon as the operating 
module produces an error, one of the spares can immediately replace it. 

 Hybrid redundancy combines passive and active redundancy. Error masking is 
used to inhibit the system to produce erroneous output, while error detection, 
location and recovery are used to restore the faulty module to a fault-free state. A 
possible scheme is shown in Figure 3. 

Replica 1

Replica 2

Y1

Y2

X

=

Y

Error

 

Figure 2. Duplication With Comparison 
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Figure 3. Possible architecture of a system using Hybrid Redundancy 

 

These solutions are very effective in detecting and possibly correcting many types of 

faults. In Section 5 a method is presented, belonging to this category and targeting 

transient faults that may happen in the combinational logic blocks.  

Being based on hardware redundancy, these techniques have limited application when 

COTS-based systems are adopted.  

However, 

 they may be used at the system level, combining unhardened devices 

 they may find application when FPGA COTS devices are adopted, working on 

the design mapped on them. 

2.2 Information redundancy 

Information redundancy consists in adding redundant information to a data to allow 

error detection, masking and possibly tolerance [25]. Information redundancy is based 

on the concept of code, which is a mean to represent data using a self-defined set of 

rules. A piece of data represented according to the rules of a code is known as 

codeword. A codeword is defined as valid iff it adheres to all the rules the code 

defines, invalid iff it violates at least one of the code’s rules. Given a piece of data, the 

encoding operation translates it in a valid codeword. Conversely, the decoding 

operation translates a codeword in the corresponding piece of data. 

By selecting the proper rules, it is possible to define: 
 Error-detecting codes, which allow detecting the occurrence of errors by forming a 

codeword in such a way that any error affecting it transforms a valid codeword in 
an invalid one. 

 Error-correcting codes, which allow identifying from an invalid codeword the 
corresponding valid one that was corrupted by an error. 

As an example of codes, we can consider the single-bit parity code. The code 
mandates the addition of an extra bit to a binary data in such a way that the resulting 
codeword has an even number of 1s (even parity) or an odd number of 1s (odd parity). 
If a codeword with odd parity (in contains an odd number of 1s) is affected by an 
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error changing one of its bits, the parity will become even. As a result, known the type 
of parity (even or odd), it is possible to perform error detection by simply counting the 
number of 1s in the codeword. 
 

2.3 Time redundancy 

The basic concept of time redundancy consists in performing the same operation two 

or more times, and to compare the results to detect if an error occurred.  

Computation

Computation

Compare

Error

Time

T0 T0+

Data

Data

 

Figure 4. Time redundancy for detecting transient errors 

 

In case an error has been detected, the same computation can be repeated again to 

verify if the error is still present in the system or if it disappeared. Two versions of 

time redundancy can be envisioned: 
 Time redundancy for transient error detection is intended for detecting the 

presence in the system of an error that affected the correct system’s operations for 
a finite period of time. In this case, the scheme of Figure 4 is used, where the same 
computation is repeated twice, one at time T0, and one at a later time T0+. The 
outcomes of the two computations are compared, and in case a mismatch is found 
an error is signaled. In order to be effective, the technique relies upon designers to 
identify a suitable delay  between the executions of the two computations in such 
a way that only one of the two computations is erroneous. 

 Time redundancy for permanent error detection is an extension of the previous 
technique, whose aim is to detect permanent errors, i.e., errors that modify the 
correct system operations for an infinite period of time. The concept at the base of 
this technique is depicted in Figure 5: the first computation is performed as usual, 
while before the second computation occurs, the input data are encoded and then 
processed. Finally, the results are decoded and compared with those produced by 
the first computation. Decoding and encoding operations are devised in such a 
way that permanent errors can be detected. Typical operators are complement and 
shift. 
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Figure 5. Time redundancy for detecting permanent errors 

This category of hardening techniques is very suitable for COTS-based systems, given 

that they basically work at the software level: however, their applicability may be 

limited by performance considerations. 

2.4 Software redundancy 

Software redundancy is the general term under which the Software-implemented 

Hardware Fault Tolerance techniques presented in Section 6 fall. Several different 

approaches have been proposed, which all share the same concepts: the application 

code is modified to implement software information redundancy and time 

redundancy. As for the previous category, even in this case applicability may be 

limited by performance issues. 

We forward the reader to Section 6, which reports an example, where an application 

close to the one implemented by the MaMMoTH-Up system (i.e., data compaction) is 

hardened resorting to a specific type of SIHFT. 
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3 Analysis of the radiation effects in the MaMMoTH-Up 

scenario 

3.1 Introduction 

Given the environment where the MaMMoTH-Up system is expected to work, an 

analysis of the effects of radiation is mandatory, as well as an estimation of their 

impact on the hardware composing the system. This Section describes the method 

followed for this analysis as well as the results we obtained. Based on them, we also 

provide some recommendations to harden each type of component in the MaMMoTH-

Up system. 

3.2 Method description  

A radiation assurance analysis has been performed for the boards composing the 

MaMMoTH-Up electronics, according to the following approach: 

1. The reference radiation environment has been identified according to the 

MaMMoTH-Up COTS Functional and Environmental Specification, issue 4, 

of 31.10.2016, annex 2; 

2. The list of active components for the OBC-S, AQB, TCM-S, PSU-ctrl, and 

PSU DCDC boards has been prepared by analyzing their respective bill of 

materials; 

3. For each active component, radiation test reports have been procured through 

radiation test databases (ESA and NASA web sites), and proceeding from 

specialized workshops; 

4. For each active component for which radiation data are available, we collected 

the threshold LET (LETth), and the saturation cross section (SAT) for the 

relevant phenomena, that are Single Event Upset (SEU), Single Event Latchup 

(SEL), Single Event Transient (SET), Single Event Function Interruption 

(SEFI), depending on the specific component type. 

5. For each component, and for each relevant phenomenon we computed the 

number of expected occurrences of the phenomena, for the given radiation 

environment. 

3.3 Results 

In this section, we describe the obtained results for the different boards. 

 

3.3.1 Total Ionising Dose (TID) 

The mission duration and the fluence of particles in the radioactive environment are 

such that no TID-related phenomena are of interest. Indeed, the amount of 

accumulated charges is such that no performance degradation is expected for the 

considered components.  

3.3.2 Single Event Latch-up (SEL) 

As far as SELs are considered, some devices are known to be sensitive for LET > 59 

MeV/cm
2
/mg (heavy ions). 

Hence, it is recommended to adopt a SEL protection circuitry to avoid SEL-related 

unrecoverable damages. 
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3.3.3 Single Event Effects (SEEs) 

3.3.3.1 OBC-S 

For the ground to orbit mission, and the active components whose radiation data are 

available, we obtained the following results: 

 

Component type SEU SET SEFI 

FPGA 1.31x10
1
 Not available 0 

SDRAM 2.20x10
-1

 0 1.11x10
-1

 

FLASH 1.90x10
2
 0 9.23x10

-4
 

MRAM 0 0 0 

Analog  0 1.85x10
-2

 Not applicable 

Table 1. Results for Galactic Cosmic Rays 

The table reports the number of expected SEU, SET and SEFI for Galactic Cosmic 

Rays during the MaMMoTH-Up mission, for the considered component type. When 

“Not applicable” is reported, it means the SEE effect is not relevant for the specific 

component type. 

The effects to proton radiation environment will be evaluated in the final version of 

the report. 

3.3.3.2 AQB 

For the ground to orbit mission, and for the active components whose radiation data 

are available, we obtained the following results: 

 

Component type SEU SET SEFI 

Analog  0 1.85x10
-2

 Not applicable 

Table 2. Results for Galactic Cosmic Rays 

The TCM includes an SDRAM for which radiation data are not available, and for 

which SEEs are however expected. At time of writing it is this not possible to 

estimate the number of SEE expected during MaMMoTH-Up mission. 

 

The effects to proton radiation environment will be evaluated in the final version of 

the report. 

3.3.3.3 PSU DCDC 

For the ground to orbit mission, and the active components whose radiation data are 

available, we obtained the following results: 

 

Component type SEU SET SEFI 

Analog  0 1.73x10
-2

 Not applicable 

Table 3. Results for Galactic Cosmic Rays 

The effects to proton radiation environment will be evaluated in the final version of 

the report. 
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3.3.3.4 Recommendations regarding SEEs 

The cumulative effects for the system composed of PSU (Ctrl+DCDC), 2 OBC-S, 2 

AQB and 1 TCM are the following: 

 

Component type SEU SET SEFI 

FPGA 5.24x10
1
 Not available 0 

SDRAM 4.40x10
-1

 0 2.22x10
-1

 

FLASH 5.70x10
2
 0 2.77x10

-3
 

MRAM 0 0 0 

Analog  0 1.27x10
-1

 Not applicable 

Table 4. Cumulative Results for Galactic Cosmic Rays 

Given the results reported in the above table, during the MaMMoTH-Up mission 

some single event effects are expected that could affect its behavior, either by 

corrupting memory content (SEU) or due to the generation of glitches in signal lines 

(SET), or interrupting the component operations (SEFI). 

To mitigate the effects, we recommend: 

 As far as the FPGAs are considered, TMR shall be used to protect the flip-

flops, and EDAC shall be used for protecting block memories; 

 As far as SDRAM is considered, EDAC shall be used for protecting the stored 

information; 

 As far as FLASH is considered, the provided hardware ECC shall be used (24-

bit ECC for each 1080 bytes block of memory); 

 As far as SETs are considered effecting Analog blocks, the expected number 

of events is negligible given the mission duration. 

 

To the best of our knowledge, the above suggest countermeasures are implemented in 

the OBC-S, PSU, TCM and AQB boards. Therefore, we do not expect MaMMoTH-

Up mission outages due to SEEs. 
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4 Comparative analysis of the effectiveness of the 

functional and structural test approaches 

4.1 Introduction 

In order to reduce the probability of failures to happen, one can perform a test to 

identify the possible presence of defects in the different components of an electronic 

system. The effectiveness of the test phase can be measured resorting to the Fault 

Coverage (FC), corresponding to the percentage of faults that can be identified by the 

test. Since listing all possible defects is often impossible from a practical point of 

view, fault models are introduced. The goal of a fault model is to allow the evaluation 

of the quality of a test resorting to faults which are 

 Representative of real defects 

 Enumerable 

 Easy to handle (e.g., in terms of simulation of their effects). 

When addressing defects in digital hardware components, by far the most commonly 

adopted fault model is the stuck-at fault. This fault model work on the gate-level 

netlist of the target circuit. For each line or signal in the netlist, it assumes that (due to 

a defect) it can be fixed to either the logical value 0 or 1. The stuck-at fault model 

combines the advantages listed above. More in general, it has been experimentally 

shown that by the FC with respect to stuck-at faults is a good representation of the 

fault coverage with respect to real defects, at least when the adopted semiconductor 

technology is a mature one. 

Due to the above facts, the stuck-at fault model is currently adopted as a metric to 

measure the effectiveness of a test, and in particular its ability to detect defects. For 

example, the popular ISO 26262 standard adopted in safety-critical automotive 

systems mandates the adoption of the stuck-at fault model and uses the stuck-at fault 

coverage as the main metric to measure the ability of a test to defect defects. In the 

same automotive environment, where extremely high reliability figures must be 

achieved even with complex electronic components, different solutions are adopted to 

guarantee the achievement of a sufficiently high stuck-at fault coverage. When 

possible, solutions based on Design for Testability (DfT) approaches are adopted. 

However, these solutions require modifying the design to support its testability. 

Moreover, DfT solutions (such as Scan Test and Built-In Self-Test) are often 

impractical when adopted for performing a test when the system is already in the 

field,  since they may heavily disrupt the system behavior and requires external 

support for their activation and for retrieving results. For these reasons, an alternative 

solution can be followed, based on the adoption of Software-based Self-test (SBST) 

solutions [26]. In this case, the hardware of the circuit (which is supposed to include a 

CPU core) is left unchanged, and suitable software test procedures are developed, able 

to excite possible faults in the system and to make their effects visible, so that they 

can be detected. A major advantage of this approach lies in its applicability and 

effectiveness even when the system is already deployed in the field. 

In order to experimentally evaluate the effectiveness of the SBST approach in the 

MaMMoTH-Up scenario, we performed a set of experiments, evaluating the stuck-at 

fault coverage that can be achieved by running different pieces of codes on the same 

OR1200 processor used in the MaMMoTH-Up system. 

This Section describes the performed experiments and reports the gathered results. In 

the final version the Section will also include an experimental comparison between a 

functional test and a structural one. 
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4.2 Evaluating the ability of application programs to detect faults 

4.2.1 Experimental setup 

For the purpose of our experiments we considered the OR1200 processor [5].  

At present the OR1200 is the only major RTL implementation of the OR1K 

architecture spec. The OR1200 is a 32-bit scalar RISC with Harvard micro-

architecture, 5 stage integer pipeline, virtual memory support (MMU) and basic DSP 

capabilities. Default caches correspond to a 1-way direct-mapped 8KB data cache and 

a 1-way direct-mapped 8KB instruction cache, each with 16-byte line size. Caches 

were disabled for the purpose of our experiments. The OR1200 processor in its 

default configuration corresponds to about 1M transistors. The OR1200 core is mainly 

intended for embedded, portable and networking applications.  

For the purpose of our experiments, the OR1200 processor core has been inserted into 

a system composed of a 2MB RAM module and a 2MB Flash memory. The processor 

has been synthesized with the Synopsys Design Compiler targeting the NanGate 

45nm Open Cell Library. The synthesized processor accounts for about 40k 

equivalent gates. 

4.2.2 Application programs 

We first selected a set of benchmark programs which could be considered as generic 

application programs. Some of them are taken from [6], others from the MiBench 

suite [7]. The characteristics of these benchmark programs are reported in Table 5. 

 

Benchmark  

Program 

Size 

[bytes] 

Duration 

[ccs] 

Bubble sort 168 1,184 

Dijkstra 940 5,168 

Matrix multiplication 376 2,206 

Quick sort 2,628 394,524 

Basicmath 1,500 2,346,777 

Table 5. Characteristics of the adopted benchmark programs 

We performed a set of fault simulation experiments to first assess the fault coverage 

which can be achieved by running each of the benchmark codes, and secondly to 

quantify the improvement given by the adoption of the proposed transformations. 

Fault simulation experiments were performed using Synopsys TetraMAX observing 

all the processor output signals.  

Results are reported in Table 6, reporting the fault coverage achieved by each 

benchmark program. 
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 #faults Bubble 

Sort 

Dijkstra Matrix 

Multiplication 

Quick 

Sort 

BasicMath 

Whole 

processor 
112,144 24,76% 31,37% 31,97% 26,51% 54,97% 

genpc  3,340 55.48%   55.45%  55.39%  57.57%  61.26%  

If 2,460 25.69%   35.81%  44.72%  33.50%  71.59%  

Ctrl 4,346 65.77%   66.97%  66.00%  67.77%  72.42%  

Rf 39,188 27.83%   33.97%  29.03%  28.40%  72.45%  

operandmuxes  2,828 83.58%   84.35%  83.19%  89.81%  93.95%  

Alu 12,866 43.08%   46.52%  45.59%  46.52%  76.72%  

mult_mac 30,910  0.24%   13.71%  22.43%    0.24%  29.96%  

sprs  4,756  9.64%    9.64%   9.64%    9.71%   9.92%  

Lsu 1,976 58.43%   57.52%  54.99%  80.41%  79.65%  

wbmux 1,826 55.48%   58.49%  55.09%  69.93%  73.82%  

freeze 122 42.98%   73.55%  73.55%  42.98%  73.55%  

except  7,322 11.47%   11.50%  11.44%  12.35%  13.68%  

Cfgr 172  0.00%    0.00%   0.00%    0.00%   0.00%  

Table 6. Fault simulation results for adopted benchmark programs 

 

By observing these results, we can make some observations 

  the stuck-at fault coverage that can be achieved by the considered programs is 
relatively low (as expected), and tends to increase with its size and duration; 

 the achieved fault coverage varies significantly from one module to another: for 

some modules (e.g., the decode unit, or ctrl, and the operand muxes) it may reach 

and overcome 65%; for others (e.g., the module including the configuration 

registers, or cfgr) it may be zero, given than the operations to activate the module 

are simply not executed by the programs. Some modules, such as the ALU or the 

one supporting the multiply and accumulate (or MAC) instruction, are more or 

less covered, depending on the instructions used by each program. 

4.3 Developed SBST procedures 

The developed library of SBST procedures can be activated either at the processor’s 

power on reset, or at any time during the normal processor behavior, e.g., by letting 

the Operating System to call one or more of the procedures.  

Details about the techniques used to develop the test procedures and the achieved 

results can be found in the deliverable D3.8. 

Here we just report a summary of the achieved results, to allow the reader to more 

easily compare them with those of Table 6. 

The test program has been developed targeting the CPU/DSP module, corresponding 

to 112,144 stuck-at faults. The test program has been simulated with Mentor 

Modelsim and the processor’s bus monitored. Thus, in order to detect a fault, this has 

to be propagated to the bus. The fault simulation has been performed with Synopsys 

TetraMAX.  

The test program has a duration of 32,516 clock cycles and a size of 53.5 KB. The 

final fault coverage on the entire CPU module has been 85.6%. The details are 

reported in the Table 7. 

Since activities are still undergoing, we expect that in the final version of this report 

updated figures will be provided in this table. 
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Module Name in the netlist #faults Stuck-at FC% 

Instruction Unit or1200_genpc 3,340 64.01 

or1200_if 2,460 55.16 

or1200_ctrl 4,346 82.07 

or1200_freeze 122 74.38 

or1200_operandmuxes 2,828 93.95 

or1200_wbmux 1,826 76.62 

(total) 14,922 75.11 

Register File or1200_rf 39,188 91.08 

Load/Store Unit or1200_lsu 1,976 88.15 

Integer Execution 

Pipeline 

or1200_alu 12,866 87.96 

MAC Unit or1200_mult_mac 30,910 94.00 

System Unit or1200_sprs 4,756 69.15 

or1200_cfgr 172 72.67 

(total) 4,928 69.27 

Exception Unit or1200_except 7,322 48.37 

CPU (total)  112,144 85.60 

Table 7. Fault simulation results for the developed SBST procedures 

 

4.4 Conclusions 

As it can be easily seen when comparing the figures in Table 5 and 6, the fault 

coverage that can be achieved by running an application program or a suitably 

developed test procedures targeting structural faults is significantly different, ranging 

from 55% in the former case to more than 85% in the latter. Experiments are currently 

being performed to complete this analysis by also including the fault coverage results 

achieved by a functional test program.  
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5 Error detection circuits 

Current transients caused by energetic particle strikes are a serious threat for digital 

circuits in aerospace applications. Such Single-Event Transients faults (also denoted 

as SETs) can corrupt the circuit state, with possibly devastating consequences. 

Although it is possible to protect circuits with spatial redundancy techniques, the area 

and power overhead is high. Therefore aerospace circuits would benefit from adopting 

temporal redundancy instead, but existing solutions prioritize performance over 

reliability. 

This section presents the Error Detection Sequential (EDS) circuit required for our 

temporal redundancy technique currently under development. Currently known EDS 

circuits are summarized, followed by a description of our proposed circuit. 

5.1 Error detection flip-flops and latches 

Several error detection sequential (EDS) circuits have been proposed, which rely 

either on transition detectors, supply rail monitors, or double sampling with 

comparison to detect late signals. This section reviews the different custom designs 

and presents the static and dynamic CMOS parts of each design. 

Most EDS circuits resort to a dynamic CMOS design style, increasing the effort for 

adoption in a pure and more noise-robust [8] static CMOS environment. 

Conventional static CMOS design implements the logic function of a gate twice, once 

in a pull up network (PUN) and in the complementary pull down network (PDN). 

Therefore a gate with 𝑁 inputs requires 2𝑁 transistors. While static CMOS is a 

preferable general design style [9], its inherent redundancy leads to large area 

requirements in comparison to dynamic CMOS design styles. 

In its essence a dynamic gate only implements the PUN or PDN, but not both. By 

replacing the PUN with two clock-controlled transistors as shown in Figure 6, the 

number of transistors is reduced to 2 + 𝑁. This divides the operation of the gate in 

two distinct phases [10]: 1) precharge and 2) evaluation. 

During evaluation, at most one transition happens, constraining the inputs to 

monotonically rising signals. Getting rid of the PUN increases the switching speed 

and lessens the area requirements [11], but introduces issues like sensibility to skew 

and race conditions as well as no direct cascade possibilities [12]. Furthermore the 

floating output node makes the dynamic gate sensible to noise. 

The introduction of a static inverter at the dynamic gate output solves the cascade 

problem [13], as depicted in Figure 6. Dynamic OR gate circuit in domino CMOS 

logic, independent of the implemented logic function in the PDN. 
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Figure 6. Dynamic OR gate circuit in domino CMOS logic 

The Razor2 latch [14] is augmented with a delay chain and rising edge enabled 

dynamic transition detector to detect late signals. Transition detector with time 

borrowing (TDTB) also employs a transition detector with dynamic evaluation, 

whereas double sampling with time borrowing (DSTB) and Bubble Razor use a 

double sampling and comparison strategy [15,16]. The Bubble Razor EDS consists of 

a slave- and master latch which are compared by a dynamic XOR gate. The shadow-

latch-based error detecting latch (SLB-EDL) resorts to double sampling and 

comparison using a dynamic shadow latch and error signal storage. A similar design 

is the delayed-input-based error detecting latch (DIB-EDL) which uses a custom sized 

stacked inverter to generate the complementary signal for the rising- and falling edge 

detector both SLB-EDL and DIB-EDL resort to [17]. 

Another double sampling and comparison EDS is the TIMBER latch [18], which 

provides the possibility to operate as a conventional master-slave flip-flop. The 

custom cell variant resorts to a dynamic error signal storage, while the FPGA 

adoption compares the output nodes of two static latches to detect errors. 

The Razor Lite flip-flop [19] monitors virtual supply rails, stemming from the 

dynamic design style, to detect invalid signal transitions after the sampling edge. 

Because the check is done in parallel to the data path using skewed CMOS logic to 

increase the switching speed [20], the clock-to-Q delay is nearly unaffected compared 

to a conventional flip-flop [19]. 

Nearly every proposed EDS dissents from a pure static CMOS design style and resorts 

to dynamic CMOS, which is an adoption burden, especially in the aerospace context 

where the trend is towards COTS FPGA implementations [21, 22, 23]. 

Double sampling and comparison for error detection is not suited due to metastability 

problems [24] arising from frequent signal transitions around the sampling edge. Each 

EDS requires a suitable method to introduce the EDS on vulnerable paths in the 

design. Furthermore, the error information provided by each EDS needs to be 

evaluated to start correcting measures. Because manual (re)design for EDSs is 

inefficient and error-prone, transparent EDA supported solutions are preferred. The 

elegant local error handling and transparent EDS retrofitting in Bubble Razor [16] is 

therefore favoured over DSTB [15] or Razor2 [14], but Bubble Razor lacks SET 

mitigation capabilities. 
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We fill this gap with our static, standard cell based EDS with SET mitigation 

capabilities presented in Section 5.2, which supports transparent EDA supported 

retrofitting. 

5.2 Proposed static CMOS error detection circuit 

Static CMOS EDSs are required for an adoption to a standard cell or FPGA EDA tool 

flow. Our EDS resorts to a transition detector to monitor the output node of a 

conventional latch, as displayed in the upper right corner of Figure 7. Late signal 

transitions during the transparent phase of the latch excite the transition detector 

which generates a pulse response that is captured by an SR-latch. 

 

 

Figure 7. Static CMOS error detection latch 

The SR-latch is protected against SEUs by triplication and majority voting. The area 

requirements are alleviated by sharing of the protected SR-latch between multiple 

EDSs. To enable correction by recomputation, each EDS multiplexes between its 

input data and feedback from the output node, as shown in the upper left corner of 

Figure 7. 

An SET at the output node close to the sampling edge is flagged by the late error 

detector in the bottom right corner of Figure 7. and requires special treatment due to 

the propagation delay of the error correction logic.  

The EDS is not exposed to the increased metastability risks described earlier, because 

it samples on the falling edge, which is not exposed to frequent data signal changes 

since the propagation delay 𝑡pd of all paths feeding into the EDS are sufficiently short 

by design: 𝑡pd ≤ T – tcq with 𝑇 as the cycle time and the clock-to-q delay of the latch 

tcq. 

Compared to most EDSs heritage in timing speculative designs, where late signals are 

frequent by design and increase the risk for metastability [24], we do not expose the 

sampling edge to frequent changes and therefore avoid a mean time between failures 

(MTBF) degradation. 

Our focus is on mitigation of SETs and possible resulting upsets in latches, therefore 

the pulse gating of the SR-latch is kept to a minimum, instead of increased pulse-

widths leading to controlled time-borrowing. In this setup our EDS operates like a 

pulsed latch without further time-borrowing. 
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5.3 Conclusion  

Our proposed error detection sequential circuit resorts exclusively to static CMOS 

circuits, enabling temporal redundancy schemes for aerospace applications currently 

under development within the MaMMoTH-Up project. 
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6 Software-based hardening of compaction algorithms 

In this Section, to be written in the final version of the report, we will describe a 

technique we are developing and experimentally evaluating to harden an application 

close to the MaMMoTH-Up one (e.g., aimed at data compression in a harsh 

environment). Our technique allows to face the transient effects of radiation by acting 

on the algorithm and the software code implementing it, rather than on the hardware. 
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7 Conclusions 

This report first summarizes the analysis performed to identify the critical points of 

the MaMMoTH-Up system in terms of dependability. Since the main issue comes out 

to be the lack of an effective test procedure able to achieve sufficiently high fault 

coverage which could be activated in the late stages before the launch, we identified a 

solution, based on Software-based Self-test, that suits for this purpose. 

Hence, the report also focuses on SBST, and first of all reports some results, showing 

the different fault coverage that can be achieved resorting to a functional or structural 

approach. It then provides details about the developed SBST procedures. 

Some general techniques to harden a circuit or system with respect to transient faults 

in space applications are finally outlined. 
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